
[DISTRIBUTION STATEMENT A] Approved for public release 
and unlimited distribution.

Software Engineering Institute
Carnegie Mellon University
Pittsburgh, PA  15213

[DISTRIBUTION STATEMENT A] Approved for public release 
and unlimited distribution.

Blockchain
What, How, and Why

Eliezer Kanal



2Blockchain - What, How, and Why
© 2018 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] Approved for public release 
and unlimited distribution.

Copyright 2018 Carnegie Mellon University. All Rights Reserved.

This material is based upon work funded and supported by the Department of Defense under Contract No. FA8702-15-D-
0002 with Carnegie Mellon University for the operation of the Software Engineering Institute, a federally funded research 
and development center.

The view, opinions, and/or findings contained in this material are those of the author(s) and should not be construed as an 
official Government position, policy, or decision, unless designated by other documentation.

NO WARRANTY. THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING INSTITUTE MATERIAL IS 
FURNISHED ON AN "AS-IS" BASIS. CARNEGIE MELLON UNIVERSITY MAKES NO WARRANTIES OF ANY KIND, 
EITHER EXPRESSED OR IMPLIED, AS TO ANY MATTER INCLUDING, BUT NOT LIMITED TO, WARRANTY OF 
FITNESS FOR PURPOSE OR MERCHANTABILITY, EXCLUSIVITY, OR RESULTS OBTAINED FROM USE OF THE 
MATERIAL. CARNEGIE MELLON UNIVERSITY DOES NOT MAKE ANY WARRANTY OF ANY KIND WITH RESPECT TO 
FREEDOM FROM PATENT, TRADEMARK, OR COPYRIGHT INFRINGEMENT.

[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited distribution.  Please see 
Copyright notice for non-US Government use and distribution.

This material is distributed by the Software Engineering Institute (SEI) only to course attendees for their own individual 
study.

Except for any U.S. government purposes described herein, this material SHALL NOT be reproduced or used in any other 
manner without requesting formal permission from the Software Engineering Institute at permission@sei.cmu.edu.

Although the rights granted by contract do not require course attendance to use this material for U.S. Government 
purposes, the SEI recommends attendance to ensure proper understanding.

Carnegie Mellon® and CERT® are registered in the U.S. Patent and Trademark Office by Carnegie Mellon University.

DM18-0360



3Blockchain - What, How, and Why
© 2018 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] Approved for public release 
and unlimited distribution.

Previous models of computing

Data Storage:
Database

Program Execution:
Local
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Blockchain

Data Storage:
Blockchain or Network

Program Execution:
Network
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Bitcoin: Currency in a Blockchain

Three fundamental elements:

1. Transaction tree (state changes)
2. Blockchain (timeline for 1)
3. “Mining” protocol

http://www.imponderablethings.com/2013/07/how-bitcoin-works-under-hood.html

http://www.imponderablethings.com/2013/07/how-bitcoin-works-under-hood.html
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Bitcoin: Transactions

Messages

Signature
Alice ➞ Bob 0.44 BTC 387152…
Alice ➞ Charlie 21.3 BTC 876401…
Alice ➞ Dave 0.06 BTC 746122…
Charlie ➞ Emily 1.80 BTC 076865…
⋮
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Bitcoin: Transaction Tree

New transactions come from old ones
Balance = sum up incoming transactions
Auditable!

By Tiagodimas2 (Own work) [CC BY-SA 4.0 (https://creativecommons.org/licenses/by-sa/4.0)], via Wikimedia Commons
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How does money 

“work”?
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Banks are
Central

authority
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Bitcoin’s challenge:

Timing
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Bitcoin’s solution:

Mining
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Bitcoin: Mining

Input

• Previous block signature
• Bunch of transactions
• Random number

60C89EA…

Signature Transactions Random # Output

482AA… txn 1, 17, 88, 452 1 854A3…

482AA… txn 1, 17, 88, 452 2 B4221…

482AA… txn 1, 17, 88, 452 3 0249F…

⋮

482AA… txn 1, 17, 88, 452 98,401 0000A…
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Demo

Access demo online at https://anders.com/blockchain/hash.html

Play with the Hash, Block, and Blockchain sections (links in top-right of page)

https://anders.com/blockchain/hash.html
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Consensus alternatives

Algorithm Properties

Proof of Work • Probabilistic solution
• Lottery by computational power

Proof of Stake • Probabilistic solution
• Lottery by total number of shares
• “Nothing at stake” 

BFT-based POS 
(“Tendermint”)

• Multi-round voting process, removes possibility of forking
• May stall out if 1/3 voters offline
• Favors Consistency

Proof-by-bet POS 
(“Casper”)

• Validators must place deposits on their “preferred” fork
• Favors Availability

https://tendermint.readthedocs.io/en/master/introduction.html
https://ethereum.stackexchange.com/a/767/3951
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Blockchains – General Purpose

More than just a currency:
1. Transfer more than just cash
2. General purpose programming
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State: 1

Candidate Votes

Bob 0

Jim 0

Frank 0

State: 2

Frank: 1 vote

Bob: 1 vote

State 1 plus…

Equivalent to:
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General purpose blockchains

Messages are… anything!
Each block is the system state at that time

Current State   =   Original state   +   All Changes
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Recap

You now know:
• What blockchains are (linked, 

signed transactions)

• How & why we “mine”

• Blockchain for cryptocurrency

• Blockchain for applications

Things you probably still 
wonder:

• What can I use it for?

• How do I use blockchain?

• Who’s used it? Did it prove 
useful for them?

• What’s for lunch?
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What can I use

blockchain for?
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Blockchain – What can I use it for?

Resilience to data loss

Consensus protocol

Validation rules

Distributed ledger

Open
governance

Consortium 
governance

Defines

Defines

Defines

Append-only
data structure

Append-only 
transaction ledger

Diffused trust

Allows

No single point
of failure

Decentralized 
redundancy

Provides

Builds

Shared governance 
and operation

Verifiable state

Provides

Provides

Component of

Ruoti, S; et al. “SoK: Blockchain Technology and Its Potential Use Cases.” In submission, 2019.
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Blockchain – What can I use it for?

Resilience to data loss

Consensus protocol

Validation rules

Distributed ledger

Open
governance

Consortium 
governance

Defines

Defines

Defines

Append-only
data structure

Append-only 
transaction ledger

Diffused trust

Allows

No single point
of failure

Decentralized 
redundancy

Provides

Builds

Shared governance 
and operation

Verifiable state

Provides

Provides

Component of

Ruoti, S; et al. “SoK: Blockchain Technology and Its Potential Use Cases.” In submission, 2019.

Auditability

Identity
management

(?)
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1. Financial Instruments, 
Records and Models

1. Currency
2. Private equities
3. Public equities
4. Bonds
5. Derivatives (futures, forwards, 

swaps, options and more 
complex variations)

6. Voting rights associated with 
any of the above

7. Commodities
8. Spending records
9. Trading records
10. Mortgage / loan records
11. Servicing records
12. Crowd-funding
13. Micro-finance
14. Micro-charity

2. Public Records
1. Land titles
2. Vehicle registries
3. Business license
4. Business incorporation / 

dissolution records
5. Business ownership records
6. Regulatory records
7. Criminal records

8. Passports
9. Birth certificates
10. Death certificates
11. Voter IDs
12. Voting
13. Health / Safety Inspections
14. Building permits
15. Gun permits
16. Forensic evidence
17. Court records
18. Voting records
19. Non-profit records
20. Government/non-profit 

accounting/transparency
3. Private Records

1. Contracts
2. Signatures
3. Wills
4. Trusts
5. Escrows
6. GPS trails (personal)

4. Other Semi-Public Records
4. Degree
5. Certifications
6. Learning Outcomes
7. Grades
8. HR records (salary, 

performance reviews, 
accomplishment)

9. Medical records
10. Accounting records
11. Business transaction records
12. Genome data
13. GPS trails (institutional)
14. Delivery records
15. Arbitration

5. Physical Asset Keys
1. Home / apartment keys
2. Vacation home / timeshare 

keys
3. Hotel room keys
4. Car keys
5. Rental car keys
6. Leased cars keys
7. Locker keys
8. Safety deposit box keys
9. Package delivery (split key 

between delivery firm and 
receiver)

10. Betting records
11. Fantasy sports records (!)

6. Intangibles (?)
1. Coupons
2. Vouchers
3. Reservations (restaurants, 

hotels, queues, etc)
4. Movie tickets
5. Patents
6. Copyrights
7. Trademarks
8. Software licenses
9. Videogame licenses
10. Music/movie/book licenses 

(DRM)
11. Domain names
12. Online identities
13. Proof of authorship / Proof of 

prior art
7. Other

1. Documentary records 
(photos, audio, video)

2. Data records (sports scores, 
temperature, etc)

3. Sim Cards
4. GPS network identity
5. Gun unlock codes
6. Weapons unlock codes
7. Nuclear launch codes (!)
8. Spam control (micro-

payments for posting)
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Major relevant use cases – Medical

Use case Properties

Supply chain management
• Medical supplies & equipment
• Pharmaceuticals

Auditability, Immutability, Shared governance

Records management
• EMR/EHR
• Insurance
• Research documentation

Auditability, Immutability, Shared governance

Asset management
• Device tracking
• Drug delivery

Auditability, Immutability, Identity management

Data sharing Auditability, Decentralized governance, Redundancy
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Proposed use cases – Medical

Use Case Notes

Chain of custody for…
• inspection or imports data exchange
• labs information

Track data, monitor 
activity, prevent 
tampering, audit

State data exchange – authorization and authentication

HHS Accelerate – Procurement Press coverage, Demo

CDC/IBM blockchain use case
• Information data exchange (CDC: EHR, FDA: 

Oncology)
• Supply chain

Leidos Health Group document
• Opioid chain of custody
• Informed Consent

https://www.modernhealthcare.com/article/20190209/TRANSFORMATION02/190209950/hhs-using-blockchain-to-streamline-contract-procurement
https://vimeo.com/306081132?cjevent=20abca516b9511e981e300b20a1c0e12
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What the heck is a

tax administrator?
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Major relevant use cases – Tax (proposed)

Use case Properties

Records management
• Tax records
• Official communications to individuals 

and companies

Auditability, Immutability, Shared 
governance, Identity management

Policy dissemination
• Internal
• Taxpayer
• Corporation

Immutability, Identity management

Data sharing Auditability, Decentralized governance, 
Redundancy
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Who’s used it?
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Blockchain platforms – “don’t blink”

Early 2015
Ethereum

Hyperledger (vaporware)

Apr 12, 2017
BigChainDB

Chain Core

Credits

Domus Tower

Elements Eris:db

HydraChain

Hyperledger Iroha

Hyperledger Sawtooth

Multichain

Openchain

Stellar

Symbiont Assembly

Oct 16, 2018
Cardano

Icon

Aion

Wanchain

Nebilo

Zilliqa

ArcBlock

EOS
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How do I use a blockchain?

The same as any 
other software!



44Blockchain - What, How, and Why
© 2018 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] Approved for public release 
and unlimited distribution.

Hyperledger Fabric

User Application

Transaction 
Ledger

Smart 
Contract

Peer

Orderer

Channel
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Corda – Blockchain platform

https://www.corda.net/content/corda-platform-whitepaper.pdf, Figure 1

https://www.corda.net/content/corda-platform-whitepaper.pdf
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Corda – Blockchain platform
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Blockchain basics Blockchain-based Applications

Resilience to data loss

Consensus protocol

Validation rules

Distributed ledger

Open
governance

Consortium 
governance

Defines

Defines

Defines

Append-only
data structure

Append-only 
transaction ledger

Diffused trust

Allows

No single point
of failure

Decentralized 
redundancy

Provides

Builds

Shared governance 
and operation

Verifiable state

Provides

Provides

Component of

Blockchain Use Cases Implementation Considerations
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Eliezer Kanal
Technical Manager, CERT Data Science

Telephone:  +1 (412) 268–5204

Email:  ekanal@cert.org

Thaaaank

Yooooouu!!!

mailto:ekanal@sei.cmu.edu
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Backup
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Potential Blockchain uses identified in the papers

• Identity Management (Identity, authentication, authorization,) 

• Access Control

• Auditing 

• New and Improve Workflows

» IRB Clinical Trial approval 

» Patient sharing of data

» Drug dispensing, monitoring

» Tracking and access to Internet of Healthy Thing

» Hospital Stays

» Medicaid Eligibility

• Off chain record location and viewing

3
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Code-A-Thon Winners

1st Prize

» Emrify Health Passport, a decentralized personal 
health record

2nd Prize

» Health Genesis, a identity management API

» Trust My Identity (Team TMI), a decentralized 
provider directory

6
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U.S. Federal Blockchain
Justin Herman

Emerging Citizen Technology Office 
U.S. General Services Administration

1
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S&T Mission
To deliver effective and innovative insight, methods and solutions for the critical needs of the 

Homeland Security Enterprise

2
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Improving International Passenger Processing

Eligibility to 
Travel

Linking Eligibility 
to Person at 
Checkpoint

Airline Check-In

Eligibility to 
Travel

Linking Eligibility 
to Person at 
Checkpoint

Aviation Security

Eligibility to 
Travel

Linking Eligibility 
to Person at 
Checkpoint

Host Exit

Eligibility to 
Travel

Linking Eligibility 
to Person at 
Checkpoint

CBP FIS

Eligibility to 
Travel

Linking Eligibility 
to Person at 
Checkpoint

Jet way

1 2 3 54

7
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Streamlining and Enhancing International Trade 
Facilitation

1 2 3

8
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Digital Counter-Fraud Tactics and Technologies to Mitigate 
Forgery & Counterfeiting of Official Licenses & Certificates 

• Person-ownership of verifiable 
claims and certificates

• Selective disclosure of claim 
information with the Person’s 
consent

• Pluralism of operators and 
technologies

• Support for online and off-line 
presentation of claim

• Non-CRL based revocation methods 
(Issuer initiated, Person initiated 
and/or Multi-sig based) that 
removes issuer dependency

• Very high resistance to data 
deletion, modification, masking or 
tampering

20

Issuer
Verifier

Person

ClaimIssue 
Claim

Register Proof 
of Claim Integrity & Provenance

Present Claim >
< Verify Ownership

Validate Claim
Integrity & Provenance

Blockchain
Registry
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1UNCLASSIFIED

UNCLASSIFIED

Defense Information Systems Agency
Joint Force Headquarters – DOD Information Networks

LEVERAGING BLOCKCHAIN SOLUTIONS

UNCLASSIFIED / FOUO
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19UNCLASSIFIED

UNCLASSIFIED

Potential Use Cases
Identity.

Property management.

Secure messaging.

Advanced persistent threat detection.

PKI time stamping and code signing support.

Access control.

Cross domain solutions.

Data storage.

Contracting support.

Human resource records management.

Supply chain risk management.

Auditing system change logs for security.

Military Interdepartmental Purchase 
Requests (MIPRs).
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More Blockchain in Government 

DoD Secure data files for Additive Manufacturing (3D printing) of parts

CDC Attributable, distributed information dissemination

FDA EMR replacement

GSA “…automate the FASt Lane process for IT Schedule 70 contracts.”

DHS Exploratory (air travel, international trade, anti-money laundering)

Treasury Asset management

Illinois 
Blockchain
Initiative

“Give me some of that blockchain goodness”

Unofficial and definitely incomplete list

https://emerging.digital.gov/blockchain-programs/
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Still in infancy!


